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ABSTRACT: Exam malpractice significantly undermines the credibility and fairness of educational assessments, 
particularly in the era of online and remote examinations. Traditional manual invigilation methods lack scalability, 
consistency, and accuracy, leading to significant challenges in maintaining academic integrity. This project presents an 
intelligent analysis system for exam malpractice prevention that leverages artificial intelligence, computer vision, and 
deep learning technologies to provide automated, real-time detection of suspicious activities during examinations. 
 

The proposed system integrates seven detection models working in parallel: gaze tracking, face recognition, audio 
detection, behavior analysis, pose estimation, hand gesture detection, and object detection. Each model specializes in 
identifying specific types of malpractice, including looking away from the screen, identity verification failures, multiple 
people detection, suspicious hand movements, unauthorized posture changes, hand gesture patterns, and prohibited 
objects such as mobile phones or notes. 
 

The system operates through two primary modes: real-time camera monitoring for live examination supervision with 
instant alerts, and local video file analysis for post-examination review with detailed violation reports. Built using 
Python, Flask, OpenCV, MediaPipe, and TensorFlow, the system achieves an average detection accuracy of 86% while 
maintaining real-time performance at 28-30 FPS.  
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I. INTRODUCTION 

 

The integrity of examinations forms the cornerstone of educational assessment and certification systems worldwide. As 
educational institutions increasingly adopt online and remote examination formats, maintaining academic integrity has 
become a paramount challenge. Traditional methods of examination invigilation, which rely primarily on human 
proctors physically present in examination halls, face significant limitations when scaled to distributed, online 
environments. 
 

The emergence of artificial intelligence and computer vision technologies presents unprecedented opportunities to 
enhance examination security and fairness. This project develops an intelligent analysis system that employs multiple 
AI-driven detection mechanisms to identify and prevent exam malpractice in real-time, providing a comprehensive 
solution for modern examination challenges. 
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II. LITERATURE REVIEW 

 

Automated Detection of Exam Malpractice 

Authors: Mrs. Bhagya, Balaji N, Chandan R, Ganesh M, Jeevan Yadav S | Year: 2025 

Objective: The research proposes an AI-driven solution integrating real-time monitoring, object detection, and human 
monitoring for automated malpractice detection in digital examination systems. The system utilizes computer vision 
and deep learning algorithms to analyze live or recorded video streams, unauthorized devices, and irregular motion 
patterns through continuous behavioral tracking and object classification. 
 

AI Exam Proctor System Using Computer Vision and Deep Learning 

Authors: Aislyn Engineering Projects Team | Year: 2024 

Objective: The research aims to develop an intelligent online examination monitoring solution using computer vision, 
deep learning, and artificial intelligence to detect suspicious activities comprehensively. The system combines 
computer vision, deep learning, audio analysis, and behavior monitoring. A custom-trained YOLO object detection 
model identifies cheating- related items, while a CNN performs real-time emotion classification. 
 

Real-Time Exam Monitoring with YOLO 

Authors: Multiple Researchers | Year: 2024 

Objective: This paper presents an AI-powered cheating detection system for online exams utilizing real-time video 
monitoring, object detection, and facial recognition to prevent and detect cheating attempts. The system is developed 
using YOLO deep learning model, OpenCV, and PyQt. YOLO-based object detection recognizes unauthorized objects 
such as mobile phones, books, external screens, and earphones within the exam environment. 
 

Smart Proctoring System Using Machine Learning 

Authors: Various Researchers | Year: 2024 

Objective: The research proposes a high-end proctoring system leveraging computer vision, AI, and machine learning 
techniques to remotely observe students during online examinations without human intervention. The system employs 
MediaPipe library for face detection with hardware acceleration, enabling operation on low-end hardware. 3D 
orientation calculation uses Perspective-n-Points (PnP) algorithm for head pose estimation. 
Merits: Scalable to monitor thousands of students simultaneously; no fatigue or availability limitations; comprehensive 
behavioral cue analysis; real-time alert generation; adaptive thresholds based on accumulated statistics. 
  
Exam Malpractice Detector with OpenCV 

Authors: Ready Tensor AI Team | Year: 2024 

Objective: The project develops a computer vision-based solution to monitor and detect suspicious movements during 
computer-based tests using OpenCV and NumPy libraries. The system processes live video feeds to detect and track 
student faces and eyes using Haar cascade classifiers. By analyzing head orientation and prolonged movements away 
from the forward-facing position, it flags potential instances of cheating. 
Merits: Lightweight implementation suitable for resource-constrained environments; real-time face and eye tracking; 
simple integration with existing systems. 
Authors: Multiple Researchers | Year: 2025 

Objective: This research presents an integrated, multimodal authentication system designed to detect and prevent 
cheating in real-time during remote assessments through comprehensive monitoring. The system combines secure 
identity verification, continuous facial recognition, audio analysis, and object detection. Statistical analysis revealed 
highly significant differences (p < 0.01) in achievement scores with the large effect size (0.677) underscoring 
effectiveness in curbing cheating behaviors. 
 

Head Pose Estimation for Proctoring 

Authors: Various Researchers | Year: 2024 

Objective: The research focuses on implementing accurate head pose estimation for detecting when students look away 
from examination screens, indicating potential malpractice. OpenCV library captures webcam frames and performs 
preprocessing tasks including resizing, denoising, and normalization. MediaPipe determines facial landmarks needed 
for calculating head orientation. The 3D head orientation is determined via PnP estimation, calculating pitch and yaw 
angles on X-axis and Y-axis respectively. 
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 Object Detection for Unauthorized Items 

Authors: Multiple Researchers | Year: 2024 

Objective: The research focuses on implementing YOLO-based object detection specifically for identifying 
unauthorized objects during examinations. YOLO processes frames from candidate webcams in real-time to recognize 
unauthorized objects including mobile phones, books, external screens, and earphones. The model employs single-stage 
detection architecture, predicting bounding boxes and class probabilities directly from full images in one evaluation, 
making it extremely fast while maintaining high accuracy. 
 

Real-Time Integrity Monitoring Using Deep Learning 

Authors: Various Researchers | Year: 2025 

Objective: The research develops a comprehensive system employing deep learning for real-time integrity monitoring, 
detecting multiple persons and unauthorized activities during online examinations. The system employs live video feed 
from webcams to monitor examinees in real-time. Deep learning models based on CNN architectures process video 
frames to detect multiple persons, unauthorized devices, and suspicious behaviors. The implementation uses transfer 
learning from pre-trained models, fine-tuned on examination- specific datasets. 
 

Behavioral Analysis in Online Exams 

Authors: Multiple Researchers | Year: 2024 

Objective: The research focuses on analyzing behavioral patterns during online examinations to identify suspicious 
activities through temporal analysis and pattern recognition. LSTM networks analyze temporal patterns in student 
behavior, identifying suspicious sequences such as repeated looking away, unusual hand movements, or position 
changes occurring in patterns consistent with cheating. Behavioral scoring algorithms assign risk scores based on 
accumulated behavioral indicators. Multiple low-confidence events accumulating over time can trigger high-confidence 
violation alerts. 
 

III. METHODOLOGY 

  
A. EXISTING SYSTEM  
The existing exam malpractice prevention system relies mainly on human invigilators to monitor students during 
exams. It has limited ability to observe all candidates at the same time. The system is often affected by human error and 
bias. Managing large-scale examinations becomes difficult and inefficient. There is very little use of advanced 
technology in detection. Some cheating methods may go unnoticed. Overall, it is time-consuming and less reliable. 
 

B. DISADVANTAGE  
1. Relies on human invigilators to monitor exams.  
2. Limited ability to observe all students at once.  
3. Prone to human error and bias.  
4. Difficult to manage in large-scale examinations.  
5. Minimal use of technology for detection.  
6. Cheating methods can go unnoticed.  
7. Time-consuming and less efficient. 
 

C. PROPOSED SYSTEM  
The proposed system uses AI-based tools to monitor students effectively. It analyzes student behavior in real time 
during exams. The system can automatically detect suspicious activities. It is capable of handling large numbers of 
students efficiently. Human intervention is reduced, which minimizes errors. It provides detailed reports and instant 
alerts. The system continuously improves by learning new cheating patterns. 
 

D. ADVANTAGES  
1. Uses AI-based monitoring and analysis tools.  
2. Tracks student behavior in real time.  
3. Detects suspicious activities automatically.  
4. Handles large numbers of students efficiently.  
5. Reduces human intervention and errors.  
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6. Provides detailed reports and alerts.  
7. Continuously improves with learning algorithms.  
 

E. DESIGN OF THE SYSTEM  
The system is designed using AI and machine learning techniques to monitor and analyze student behavior during 
exams. It includes a user interface for students and administrators to access the system easily. Cameras and screen 
recording tools are integrated to capture real-time data during the examination. The collected data is processed using AI 
algorithms to detect suspicious activities. A behavior analysis module evaluates actions like eye movement, face 
direction, and unusual patterns. The system generates alerts when any malpractice is detected. All exam data is securely 
stored in a centralized database for future reference. An admin dashboard is provided to review reports and take 
necessary actions. The system is scalable and can be used for both small and large-scale examinations efficiently. 
 

 

 

IV. IMPLEMENTATION 

 

 

MODULES  
Real-Time Detection System 

The real-time detection system provides live examination monitoring with instant violation detection and alert 
generation. The system employs a WebSocket-based architecture enabling bidirectional communication between clients 
and server for low-latency updates. 
Core Components include: Flask-SocketIO Server handling WebSocket connections and event routing; Camera Capture 
Module accessing webcam with multiple fallback strategies; Frame Processing Pipeline orchestrating parallel model 
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execution; Alert Management System generating and broadcasting alerts in real-time; and Evidence Capture System 
automatically capturing screenshots and video clips. 
 

Camera Access Implementation 

The system implements robust camera access with five fallback strategies to ensure reliable webcam connectivity: 
Strategy 1 uses direct browser getUserMedia API access; Strategy 2 uses OpenCV VideoCapture with device 
enumeration; Strategy 3 uses the system default camera with automatic index selection; Strategy 4 uses alternative 
backend selection (DSHOW, V4L2, AVFOUNDATION); Strategy 5 uses manual device selection with user guidance. 
This multi-layered approach achieves greater than 95% success rate in establishing camera connections across diverse 
hardware and operating system configurations. 
 

Real-Time Processing Pipeline 

The frame processing pipeline uses ThreadPoolExecutor with 7 workers to execute all detection models simultaneously. 
Each frame passes through gaze tracking, face recognition, behavior analysis, pose estimation, hand gesture detection, 
object detection, and audio detection in parallel. Results are collected and violations are aggregated into a structured 
response including timestamp, 
individual model results, and a consolidated violations list. This parallel architecture enables comprehensive coverage 
while maintaining 28-30 FPS real-time performance. 
 

Video Analysis System 

The video analysis system enables post-examination processing of recorded sessions, providing comprehensive 
violation reports with detailed analytics. The system accepts video file uploads through the REST API and processes 
them through the same detection pipeline used for real-time monitoring. 
Video Processing Steps include: (1) Video Upload via REST API; (2) Frame Extraction at the configured frame rate; (3) 
Batch Processing through all seven detection models; (4) Result Aggregation creating a timeline of all detections; (5) 
Report Generation with comprehensive violation summary; (6) Evidence Packaging with screenshots and relevant 
clips; and (7) Client Download of complete evidence package. 
 

Model Integration 

The system integrates seven specialized detection models through a unified detection interface. Each model implements 
a standardized detect() method accepting a frame and returning results in a consistent format including violation status, 
type, confidence score, and description. This standardization enables the aggregation engine to process results 
uniformly regardless of which model generated them. 
Model initialization occurs at system startup, loading all seven models into memory. Lazy loading strategies are 
employed for optional models to minimize startup time. Model versioning enables easy updates without system 
downtime. Configuration parameters for each model are loaded from the central config.py file, enabling fine-tuning of 
thresholds without code modifications. 
 

Alert Management 
The alert management system processes detection results and generates appropriate notifications through multiple 
channels. The three-tier severity 

classification (Low, Medium, High) determines notification channels and response actions. Low severity violations are 
logged to the database and displayed on the monitoring dashboard. Medium severity violations additionally trigger 
visual alerts and automatic screenshot capture. High severity violations trigger audio alerts, video clip recording, 
immediate proctor notifications through the WebSocket connection, and database logging with full evidence packages. 
The system includes intelligent alert deduplication to prevent alert flooding from persistent violations. Once a violation 
is flagged, subsequent identical violations within a configurable cooldown period are consolidated rather than 
generating new alerts. This significantly improves usability by preventing notification overload during extended 
violation periods.   
 

 

 

 

 



© 2026 IJIRCCE | Volume 14, Issue 4, April 2026                                         DOI: 10.15680/IJIRCCE.2026.1404050 

 

IJIRCCE©2026                                                 |     An ISO 9001:2008 Certified Journal   |                                                          3172 

V. RESULT 

 

Detection Accuracy Results 

Comprehensive testing of the intelligent analysis system across diverse examination scenarios demonstrates strong 
detection performance across all seven specialized models. Testing was conducted across a dataset comprising 500 
examination sessions with approximately 12,000 total violation events spanning all detection categories. 
 

Gaze Tracking achieved 88% detection accuracy with less than 8% false positive rate. The module demonstrated 
particular strength in detecting prolonged gaze deviations exceeding 5 seconds, achieving 94% accuracy for this critical 
violation category. Performance was robust across varying lighting conditions and facial orientations. 
 

Face Recognition achieved 92% accuracy in identity verification tasks with less than 5% false positive rate. The 
module successfully detected identity substitution attempts in all test cases and achieved 98% accuracy in multiple 
faces detection scenarios. Performance degraded slightly under poor lighting conditions, achieving 85% accuracy in 
low-light environments. 
 

Audio Detection achieved 85% accuracy in suspicious sound detection with 83% precision and 87% recall. The module 
demonstrated effective detection of multiple simultaneous voices (91% accuracy) while showing some sensitivity to 
background noise in home environments. Performance improved significantly with external microphone usage. 
 

Behavior Analysis achieved 84% accuracy in detecting suspicious hand movements and behavioral patterns. The 
module showed particular effectiveness in identifying repetitive patterns associated with note-checking behaviors (89% 
accuracy) while maintaining reasonable performance for more subtle behavioral indicators. 
 

Object Detection achieved 90% accuracy for prohibited object identification with 92% precision. Mobile phones 
achieved 93% detection accuracy, followed by earphones at 91%, books and notes at 89%, and other electronic devices 
at 87%. 
 

Performance Benchmarks 

Real-time processing benchmarks demonstrate the system's capability to maintain examination monitoring performance 
standards. Frame processing throughput consistently achieved 28-30 FPS on standard consumer hardware without GPU 
acceleration. With GPU acceleration enabled, throughput increased to 60-90 FPS, enabling higher resolution analysis 
and more frequent violation checks. 
 

End-to-end latency from frame capture to alert generation averaged 87ms on CPU-only configurations and 52ms with 
GPU acceleration, both well within the less than 100ms performance target. WebSocket communication added an 
additional 15-25ms for network transmission to connected monitoring dashboards. 
 

Memory utilization remained stable at 1.4-1.8 GB RAM during extended monitoring sessions of up to 4 hours, 
demonstrating effective memory management without memory leaks or gradual performance degradation. CPU 
utilization averaged 68% on quad-core processors, leaving sufficient headroom for system operations. 
 

System Efficiency Analysis 

The parallel processing architecture proved essential for achieving real-time performance. Sequential model execution 
would require approximately 245ms per frame, limiting performance to approximately 4 FPS. The parallel execution 
strategy reduces effective processing time to 55-70ms per frame, enabling the target 28-30 FPS throughput. 
 

Evidence capture and storage operations demonstrated efficient resource utilization. Screenshots are captured at 720p 
resolution with JPEG compression at 85% quality, yielding average file sizes of 45KB per screenshot. Video clipsare 
recorded at 480p resolution with H.264 encoding, achieving approximately 2MB per 30-second clip. Database 
operations maintained sub-millisecond response times for violation logging throughout testing. SQLite performance 
remained adequate for single-workstation deployments handling up to 100 concurrent students. For larger deployments, 
PostgreSQL migration is recommended, with benchmarks demonstrating 3x throughput improvement for concurrent 
access scenarios. 
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Figure.No: 1. PSV Exam Proctoring System 

 

 

  
Figure No :2 . Student Login 

   

 

  
Figure No 3:Student Registration 
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Figure No 4:Student Dashboard 

 

VI. CONCLUSION 

 

This project successfully developed and implemented an intelligent analysis system for exam malpractice prevention 
that addresses the significant limitations of traditional examination monitoring approaches. The system integrates seven 
specialized AI detection models operating in parallel to provide comprehensive, real-time monitoring of student 
behavior during examinations.The implemented system achieves its primary objectives of accurate malpractice 
detection with an overall system accuracy of 86%, real-time processing performance of 28-30 FPS, false positive rates 
below 10%, comprehensive evidence documentation with timestamped screenshots and video clips, and scalable 
architecture supporting both single-user and large-scale deployments. 

 

VII. FUTURE WORK 

 

Advanced Deep Learning Models: Integration of transformer-based vision models and fine-tuned large language 
models for improved detection accuracy and contextual understanding of complex behavioral patterns. 
 

Biometric Authentication: Implementation of multi-factor biometric verification combining facial recognition, typing 
patterns, and behavioral biometrics for stronger identity verification throughout examinations. 
 

Edge Computing Deployment: Development of lightweight model versions optimized for deployment on edge 
devices, reducing bandwidth requirements and enabling examination monitoring in low-connectivity environments. 
 

Mobile Application: Development of native iOS and Android applications for student examination participation, with 
integrated AI monitoring capabilities that leverage device sensors beyond camera and microphone. 
 

Screen Sharing Analysis: Integration of screen capture and analysis capabilities to monitor student interactions with 
examination interfaces, detecting suspicious browsing behavior or resource access attempts. 
 

Emotion and Stress Analysis: Addition of emotion recognition models to identify examination anxiety patterns and 
potential stress indicators that may correlate with malpractice attempts. 
 

Voice Command Detection: Enhanced audio analysis for detecting specific voice patterns or commands that may 
indicate communication with external assistants. 
 

Learning Management System Integration: Development of standardized API interfaces for seamless integration 
with popular learning management systems including Moodle, Canvas, and Blackboard. 
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